Table of Contents

Table of Contents

[See the table of contents at the beginning of each part.]

INTRODUCTION
Page

B O T0 BB =T 1o =3 o PP i
Biographies . ..o e e e ii
CHAPTER 1—INTRODUCTION TO C-TPAT
Introduction .. ........ . i e 1-1
Precursors 10 G- PA T . ... e 1-1
The Beginnings of C-T AT . ... . e e e e 1-2
C-TPAT s EvOIUtion . . ..ottt e ittt ettt 1-3
The Role of the COAC in the Evolution of C-TPAT . ......... ... ... i, 1-6
The Strategic Plan for C-TPAT . ... .. e 1-6
Changes to Security Guidelines and the Filing Process for Importers ....................... 1-8
Expansion of Requirements to File Applications On-Line .......................... ... ... 1-9
Globalization of C-TPAT and CSI . . ... .. i i e ettt 1-9
The Future of C- T PA T . ... .. e ettt nes 1-10
The Impact of Proposed Legislation on C-TPAT . ....... ... .. 1-10
C-TPAT Issues and Problems ..............iiiiiiiiii i ittt 1-11
SUITIINIATY .\ttt ettt et ettt e e e e e e e e e e e e e e 1-11
CHAPTER 2—TERRORISM AND THE SUPPLY CHAIN
Introduction . .......... oo i 2-1
A Perspective on International Terrorism ............ ... . .. it 2-1
Terrorist Groups and Where They Operate ................iiiiiiniiin i, 2-1
How Could Terrorists Use the Supply Chain to Inflict Damage ............................ 2-5
Where is the Supply Chain Most Vulnerable ............. .. ... ... . . i ... 2-6
The Role of C-TPAT in Denying Terrorist Use of the Supply Chain ......................... 2-8
C-TPAT in the Context of Other Initiatives ....... ... ... i i, 2-10
10101 00 V=1 oA 2-10
CHAPTER 3—HOW TO GET CERTIFIED
Introduction . ....... ..o i 3-1
C-TPAT Benefits . ... e e 3-1
Recent U.S. Customs Information About Benefits .......... ... . ... ... i . 3-2
Planning for Certification . ............. .. it i et 3-3
Certification StePs . . ..ot 3-3
Step 1—Determine Your Eligibility to Participate in C-TPAT .......... ... ... ... ... ........ 3-4
Step 2—Determine Which Segments of Your Supply Chain Should be Subject to Security

ASSESSIMENY . .\ttt e e e e 3-4
Step 3—Estimate the Benefits that Should Accrue to Your Company for Participation ........ 3-19
Step 4—Visit the U.S. Customs and Border Protection Website to Download Any Forms and

Instructions You May Require ........ ... .ottt 3-19
Step 5—Constitute a Team to Plan for and Prepare Your C-TPAT Application ............... 3-22
Step 6—Visit Nearby Company and Business Partners Sites to Assess Security and Send Out

Copies of Security Recommendations and Security Profile Questionnaire to More

Remote Partiesin Selected Lanes . ........... ... ... i, 3-22
Step 7—Document Your Findings and Summarize the Profile Information You’ve Gathered .. 3-24
Step 8—Formulate an Action Plan for Post C-TPAT Certification .......................... 3-27
Step 9—Complete a C-TPAT Security Manual for Your Company .......................... 3-29
Step 10—Submit Your Application to U.S. Customs and Follow Up ......................... 3-29
Step 11—Execute Your Action Plan . ........ ... . i 3-30

Page iii

C-TPAT Certification Workbook Copyright © 2007



Table of Contents

CHAPTER 4—DEVELOPING YOUR PLAN

Page
CBP Issues its Implementation Plan for the New C-TPAT Security Criteria for Importers . ... 4§1
Phase 1—Hardening the Physical Supply Chain . ............ ... . ... ... i, 4-1
Phase 2—Internal Supply Chain Management Practices .................................. 4-1
Phase 3—Business Partner Requirements ........... ... ... .. . i, 4-1
CertifiCationS . . ...ttt 4-1
Staying Certified . .. ... e e e 4-2
Frequently Asked Questions, etc. . .......... i 4-2
First Look at the Commitment of Your Supply Chain Partners ............................. 4-3
Business Partner Letter ... ... ... e 4-4
Security Best Practices Fact Sheet Example ......... ... ... ... ... . . i .. 4-5
Service Provider Security Expectation for Business Partners .............................. 4-6
Service Provider Security Survey Self-Assessment Tool ................ ... ..., 4-9
Understanding and Preparing for Customs Validation .................................... 4-12
Agenda/Validation List . .......... . i e 4-13
Tier 3 C-TPAT Benefits . ... ...t e e 4-14
C-TPAT Validation Process Frequently Asked Questions .............. ... ... 4-15
C-TPAT Validation Process Fact Sheet ........ ... ... i i 4-16
Frequently Asked Questions Regarding Minimum Security Criteria for Importers ........... 4-17
Executing Your Action Plans . ... ... 4-24
Generic Standard Operating Procedures for C-TPAT . ....... ... ... .. 4-25
Security and Threat Awareness Training . ..............o ittt iiiiiiaeennn. 4-26
APPENDICIES
Appendix A—U.S. Customs and Border Proection Security Criteria, Guidelines, and Frequently
Asked Questions (FAQ) for Authorized C-TPAT Participants ....................... A-1
Appendix B—Applying for Certification Using C-TPAT’s Secure Security Portal ............. B-1
Appendix C—Using the C-TPAT Security Link Portal . ............... ... . ... ........... C-1
Appendix D—Using the C-TPAT Security Link Portal SVI Functions ....................... D-1
Appendix E—C-TPAT Validation ...............c. ittt iiiieeennn. E-1
Appendix F—Open Sources of Information About World Terrorism and Terrorism Mitigation F-1

Page iv

Copyright © 2007 C-TPAT Certification Workbook



